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This policy is under a consultation period, if you would like to comment 

please ring school.   

Red Marsh School Online Safety Policy  

This policy applies to all members of Red Marsh School community who have access to and 

are users of school ICT systems, both in and out of Red Marsh School. 

The education of pupils in online safety is an essential part of Red Marsh School’s online 

safety and safeguarding provision. Our pupils, all of whom have learning difficulties, need 

the help and support of Red Marsh School staff to recognise and avoid online safety risks 

and build their resilience and understanding when using technology.  

The use of technology in Education 

Education – Pupils  

Our Online Safety Curriculum   

Our curriculum encourages pupils to be helped to adopt safe and responsible use both 

within and outside school through: 

 A planned online safety curriculum, including cyberbullying and sexting is taught as 

part of the Computing and PSHCE curriculum, including SRE. 

 Key online safety messages reinforced at all possible opportunities across the whole 

curriculum 

 Individual on line safety targets set according to pupils’ individual needs 

Online safety should include pupils being supported in building resilience to radicalisation 

(See Radicalisation and Extremism Policy) 

 

Staff responsibility when supporting pupils using technology across the curriculum 

Staff must: 

 Ensure when pupils are using technology they are supervised by adults at all times  

  Act as good role models in their use of digital technologies,  the internet and mobile 

devices 

 In lessons where internet use is pre-planned teachers must check that sites are 

suitable for use by pupils  
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 It is accepted that from time to time, for good educational reasons, students may need 

to research topics (e.g. racism, drugs, and discrimination) that would normally result in 

internet searches being blocked. In such a situation, staff can request that the ICT 

technician can temporarily remove those sites from the filtered list for the period of 

study. Any request to do so, should be auditable, with clear reasons for the need 

Education – Parents / Carers  

Red Marsh School will aim to build awareness for parents and carers about on line safety 

through the sharing of information. This will include information on the school web site, 

individual meetings with parents/cares and sharing of on line information for example 

offering parent workshops. Red Marsh School will seek to advertise events in school such as 

Safer Internet Day. 

 

Education – The Wider Community  

Red Marsh School website provides online safety information that can be accessed by the 

wider community. 

Education & Training – Staff / Volunteers 

All staff will receive online safety training to enable them to understand their 

responsibilities, as outlined in this policy.  

Training will be offered as follows:  

 All new staff will receive online safety training as part of their induction programme 

 All staff will read the Acceptable Use Policy and the Safer Working Practice 

document. All staff will sign to say they have read and understood these documents. 

 All staff will be regularly updated and on line safety messages reinforced during staff 

and or morning meetings.  

 The Online Safety Lead will provide advice or organise training to individuals as 

required.   

 The Online Safety Lead will receive regular updates through attendance at external 

training events and or by reviewing guidance documents released by relevant 

organisations. 

Training – Governors 

Health and Safety governors and the Online Safety governor will be provided with 

information relating to online safety.  
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Technical aspects of on line safety 

Red Marsh School’s technical systems will be managed in ways that ensure the schools 

network is as safe and secure as is reasonably possible and meets recommended technical 

requirements.   

Security  

• BT Lancashire Broadband service security measures are in place to protect the 

system from accidental or malicious attempts which might threaten the security of 

the schools systems and data. These are tested regularly. Red Marsh School 

infrastructure and individual workstations are protected by up to date virus 

software. 

• The servers, wireless systems and cabling is securely located and physical access 

restricted 

• School devices that may be used out of school can only be used by the member of 

staff.  See table 1 for the extent of personal use.  

Filtering  

• Red Marsh School has a service level agreement for Filtering provided by BT 

Lancashire Light Speed (BTLS)  

• Internet access is filtered for all users. Illegal content (child sexual abuse images) is 

filtered by BTLS light speed.   

• Content lists are regularly updated and internet use logged and regularly monitored 

by the ICT technician Stuart Atkin and Online Safety Lead (OSL) Alison Brown.  

• Internet filtering should ensure that children are safe from terrorist and extremist 

material when accessing the internet. 

• Red Marsh School has  differentiated user-level  filtering for staff and  pupils  

• The process for requesting filtering change is report to OSL who will then ask the 

ICT technician to make the changes 

Password protection  

• All users will have clearly defined access rights to school systems and devices. Log in 

with a username and password  
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• All classes will be provided with a username and secure password by ICT technical 

who will keep an up to date record of users and their usernames. Users are 

responsible for the security of their username and password.  

• The “master / administrator” passwords for Red Marsh School, is held by BT 

Lancashire and the ICT technician and must also be available to the Head teacher  

• Personal data used for the role of teaching should be as far as possible kept secure 

• Agreed procedures are in place for the provision of temporary access of “guests” (eg 

trainee teachers, supply teachers, visitors) onto Red Marsh School systems. These 

include a signing the relevant AUP and receiving a temporary password.  Kept by ICT 

technician and OSL. 

Monitoring and reporting   

• There will be regular reviews and audits of the safety and security of Red Marsh 

school’s technical systems 

• The ICT technician regularly monitors and records the activity of users on Red Marsh 

School technical systems and users are made aware of this in the Acceptable Use 

Agreement. 

• Reporting - Technical incidents to be reported to ICT Technician Stuart any 

safeguarding issues to be reported to Alison Brown DSL including OSL. 

Mobile Technologies 

Use of digital and video images  

Pupils and Staff 

• When using digital images, staff should inform and educate pupils about the risks 

associated with the taking, use, sharing, publication and distribution of images. In 

particular they should recognise the risks attached to publishing their own images on 

the internet e.g. on social networking sites and sexting. 

• Staff and volunteers are allowed to take digital images to support educational aims. 

Those images must ONLY be taken on school equipment. NO personal equipment 

belonging to staff should be used for recording images of children.  

• Care should be taken when taking digital images that pupils are appropriately 

dressed and are not participating in activities that might bring Red Marsh School into 

disrepute. 
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• Photographs published on the website, or elsewhere that include pupils will be 

selected carefully and will comply with good practice guidance on the use of such 

images. 

• Staff must check with the school office for consent to share, distribute and publicise 

of those images. 

• Pupils’ full names will not be used anywhere on a website or Facebook, particularly 

in association with photographs. 

• Pupils can only take images as part of a lesson and under the supervision of an adult. 

They  will not be  shared, published or distributed  

 

Parents / Carers 

 Written permission from parents or carers will be obtained before photographs of 

pupils are published on Red Marsh School website / social media / local press. This 

will be updated annually.   

 Parents / carers are welcome to take videos and digital images of their children at 

school events for their own personal use (as such use in not covered by the Data 

Protection Act). To respect everyone’s privacy and in some cases protection, these 

images if they have other children on must not be made publicly available on social 

networking sites.  

 Parents carers are asked to sign to say they are taking videos and digital images 

 

Data Protection 

Red Marsh School will ensure Personal data will be recorded, processed, transferred and 

made available according to the Data Protection Act 1998.   

Staff must ensure that they:  

 At all times take care to ensure the safe keeping of personal data, minimising the risk 

of its loss or misuse. 

 Use personal data only on secure password protected computers and other devices, 

ensuring that they are properly “logged-off” at the end of any session in which they 

are using personal data. 

 Transfer data using encryption and secure password protected devices. 

 When personal data is stored on any portable computer system, memory stick or any 

other removable media it is essential that staff as far as possible ensure date is 

protected. 
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Communications 

The following table provides information on the acceptable use of communication using 
technology: 

 Staff & other 
Adults in school 

 

Students / Pupils  
 

 
Communication Technologies 
(Including 3G & 4G technologies) 
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Mobile phones may be brought to school     
1 

2   

Use of personal mobile phones in lessons         

Use of mobile phones in social time  
3       

Taking photos on mobile phones / or 
personal cameras 

        

Use of other mobile devices e.g. tablets, 
gaming devices 

        

Use of personal email addresses in school, 
or on school network 

        

Use of school email for personal emails         

Use of messaging apps         

Use of social media         

 

Safer working practices for staff 

 There must be No personal digital communication between staff and students  

 Any digital communication between staff parents / carers can only take place using 

the official school communication systems i.e. school email or school text service.  

                                                                    
1 Senior students only allowed mobiles to and from school but locked away during day.  
2
 FE students able to use school mobile phone as part of their independence training when agreed by the 

teacher 
3 Staff must keep their mobile phone and other mobile devices in their locker and used 

only during break times but never in the presence of pupils 
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 Red Marsh schools email service is regarded as safe and secure and is monitored. 

Users should be aware that email communications may be monitored.  

 As part of planned lessons class email addresses can be provided for educational use.  

 Staff should not use personal emails for work communications  

 Staff, visitors and volunteers must immediately report, to the head teacher the receipt 

of any communication that makes them feel uncomfortable from parents, colleagues 

and pupils, is offensive, discriminatory, threatening or bullying in nature and must not 

respond to any such communication.  

Social Media procedures 

The School 

Red Marsh School permits reasonable and appropriate access to private social media sites, 

however this must only take place during official staff breaks and never in the presence of 

pupils. If personal use of social media is considered to be interfering with relevant duties, 

disciplinary action will be taken  

 

Red Marsh School provides the following measures to ensure reasonable steps are in place 

to minimize risk of harm to pupils, staff and Red Marsh School through: 

 Ensuring that personal information is not published, however governor information is 

published on the Red Marsh School website as required by DFE  

 Training is provided through induction and regular updates regarding: acceptable use; 

social media risks, Safer Working Practice; checking of settings; data protection; 

reporting issues.  

 Clear reporting guidance  i.e. reports to be made to the SLT, any abuse and misuse will 

be dealt with under school disciplinary procedures or safeguarding procedures  

 As part of active social media engagement, it is considered good practice to pro-

actively monitor the Internet for public postings about Red Marsh School 

School staff 

School staff should ensure that: 

 No reference is made in their personal social media to the pupils, parents / carers or 

school  staff in relation to their work at school or can be traced back to their role in 

school 

 Comments do not bring Red Marsh school into disrepute  

 Personal opinions cannot be attributed to Red Marsh School or the local authority 

 Security settings on personal social media profiles are regularly checked to ensure 

privacy settings are of the highest setting 



 Red Marsh school 
 Online Safety Policy 
 

8 
 

 They do not use technology to harass, cyberbully, discriminate on the grounds of sex, 

race or disability or defame a third party  

 Where a personal account is used which associate itself with Red Marsh School, it 

must be made clear that the member of staff is not communicating on behalf of Red 

Marsh School with an appropriate disclaimer. Such personal communications are 

within the scope of this policy 

Personal communications which do not refer to or impact upon Red Marsh School are 

outside the scope of this policy 

Official school Facebook site procedures: 

 The head teacher approves all postings 

 The Assistant head teacher Jenny Slater and the admin lead Cheryl Wood are 

responsible for posting 

 The Facebook Site will be for sharing information not for dialogue with a parent or 

carers  

 Any negative posts will be screen shot and removed from the site 

 Any abuse or misuse will be reported to the LCC legal team 

 Incidents relating to staff may be dealt with under school disciplinary procedures 

 The school Facebook site will be monitored by the online governor  

Unsuitable / inappropriate use of technology 

The school 

The Education and Inspections Act 2006 is pertinent to incidents of cyber-bullying or other 

Online Safety incidents, which may take place outside of Red Marsh School, but is linked to 

membership of Red Marsh School.  The 2011 Education Act increased these powers with 

regard to the searching for and of electronic devices and the deletion of data. In the case of 

both acts, action can only be taken over issues covered by the published Behaviour Policy.  

Red Marsh School will deal with such incidents within this policy and associated behaviour 

and anti-bullying policies and will, where known, inform parents / carers of incidents of 

inappropriate Online Safety behaviour that take place in and out of school. 

 
School Actions & Sanctions 
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It is more likely that Red Marsh School will need to deal with incidents that involve 

inappropriate rather than illegal misuse. It is important that any incidents are dealt with as 

soon as possible in a proportionate manner, and that members of Red Marsh School 

community are aware that incidents have been dealt with. It is intended that incidents of 

misuse will be dealt with through normal behaviour / disciplinary procedures as follows:  

 

 

Pupil Incidents 

Incident  Procedure and Sanctions 

Accidental access to inappropriate materials.  Child to tell a trusted adult 

 Minimise the webpage or turn the 
monitor off button. 

 Adult will inform OSL 

 Enter the details in the Incident Log 
OSL may report to ICT technician who 
will the report to BTLS filtering 
services if necessary. 

 Persistent ‘accidental’ offenders may 
need further action. 

Using other people’s logins and passwords 
maliciously. 

 

 Inform OSL 

 Enter the details in the Incident Log. 

 Additional awareness raising of 
online safety issues with individual 
child  

 Parent/carer involvement 

 More serious or persistent offences 
may result in further action in line 
with Behaviour Policy. 
 

Deliberate searching for inappropriate 

materials. 

Bringing inappropriate electronic files from 

home. 

Using chats and forums in an inappropriate 

way. 

Staff Incidents 

Red Marsh School believes that the activities referred to in appendix 1 would be 

inappropriate in a school context and that (user) staff should not engage in these activities 

in or outside Red Marsh School   when using school / equipment or systems. 

22 
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If there are any incidents are reported to the OLS the flow chart will be used to identify 

actions .Staff should be aware that actions may be dealt with through normal disciplinary 

procedures or may led to referral to LADO, police, warning, suspension or  further 

disciplinary action. 

If there is any suspicion that the concerns may contain child abuse images, or if there is any 

other suspected illegal activity, refer  to Flowchart (appendix) for responding to online 

safety incidents and report immediately to the police. 

 

Monitoring the impact of the policy 

Red Marsh School will monitor the impact of the policy using:  

 Logs of reported incidents 

 Daily Learning Walks  

 Monitoring logs of internet and network activity (including sites visited) / filtering to 

supplied by ICT technician to OSL  

Further information  

This Online Safety policy has been developed by an online safety group made up of:  

 Head teacher – Catherine Dellow 

 Online Safety Lead  and  Designated Safeguard Lead- Alison Brown 

  Health and Safety governor committee comprising off  SLT, Teacher, Support Staff  

and  parent governors  

  Key online safety governor Pat Naylor 

 ICT technician – Stuart Atkin 

The development of the policy has also been supported by the PSD and Computing subject 

leaders.   

 

Staff roles and responsibilities for the implementation and monitoring of the policy can be 

found in appendix 3 

 

Schedule for Monitoring and Review of the policy  

This Online Safety policy was approved by the governors Health Safety  26/04/2017 

The implementation of this Online Safety policy will be monitored by 
the: 

 Online Safety Lead – DSL Alison 
Brown 

Monitoring will take place at regular intervals: Daily learning walks  

Governors Health and safety Sub Committee will receive a report on 
the implementation of the Online Safety Policy generated by Online 

Termly 
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Safety Lead (which will include anonymous details of online safety 
incidents) at regular intervals: 

The Online Safety Policy will be reviewed annually, or more regularly in 
the light of any significant new developments in the use of the 
technologies, new threats to online safety or incidents that have taken 
place. The next anticipated review date will be: 

Annually 26/04/2017  
April 2018 

Should serious online safety incidents take place, the following external 
persons / agencies should be informed: 

LA Safeguarding Lead- Andrea Glynn  
LADO- Tim Booth 
Police 

 

 

 

Appendix 1   - Appropriate and in appropriate use of technology 

User Actions 

A
cc

ep
ta

b
le

 

A
cc

ep
ta

b
le

 a
t 

ce
rt

ai
n

 t
im

e
s 

 A
cc

ep
ta

b
le

 f
o

r 
n

o
m

in
at

ed
 u

se
rs

 

U
n

ac
ce

p
ta

b
le

 

U
n

ac
ce

p
ta

b
le

 a
n

d
 il

le
ga

l 

U
se

rs
 s

h
al

l n
o

t 
vi

si
t 

In
te

rn
et

 s
it

es
, m

ak
e,

 p
o

st
, 

d
o

w
n

lo
ad

, u
p

lo
ad

, d
at

a 
tr

an
sf

er
, c

o
m

m
u

n
ic

at
e 

o
r 

p
as

s 
o

n
, m

at
er

ia
l, 

re
m

ar
ks

, p
ro

p
o

sa
ls

 o
r 

co
m

m
en

ts
 

th
at

 c
o

n
ta

in
 o

r 
re

la
te

 t
o

: Child sexual abuse images –The making, production or distribution of 

indecent images of children. Contrary to The Protection of Children Act 

1978 

    X 

Grooming, incitement, arrangement or facilitation of sexual acts against 

children Contrary to the Sexual Offences Act 2003. 
    X 

Possession of an extreme pornographic image (grossly offensive, 

disgusting or otherwise of an obscene character) Contrary to the Criminal 

Justice and Immigration Act 2008 

    X 

Criminally racist material in UK – to stir up religious hatred (or hatred on 

the grounds of sexual orientation) - contrary to the Public Order Act 1986    
    X 

Pornography 
   X  

Promotion of any kind of discrimination    X  
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threatening behaviour, including promotion of physical violence or 

mental harm 
   X  

Promotion of extremism or terrorism    X  

Any other information which may be offensive to colleagues or breaches 

the integrity of the ethos of Red Marsh School or brings Red Marsh 

School into disrepute 

   X  

Using school systems to run a private business    X  

Using systems, applications, websites or other mechanisms that bypass the filtering or 

other safeguards employed by  Red Marsh School / academy 
   X  

Infringing copyright    X  

Revealing or publicising confidential or proprietary information (e.g. financial / 

personal information, databases, computer / network access codes and passwords) 
   X  

Creating or propagating computer viruses or other harmful files    X  

Unfair usage (downloading / uploading large  files that hinders others in their use of 

the internet) 
   X  

On-line gaming (educational)  X    

On-line gaming (non-educational)  X    

On-line gambling   X   

On-line shopping / commerce  X    

File sharing  X    

Use of social media   X    

Use of messaging apps  X    

Use of video broadcasting e.g. Youtube  X    

19 
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Appendix 2 –Flow chart for online safety incidents   
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Roles and Responsibilities (appendix 3) 

The following section outlines the online safety roles and responsibilities of individuals and 

groups within Red Marsh School. 

Governors:  

Governors are responsible for the approval of the Online Safety Policy and for reviewing the 

effectiveness of the policy. This will be carried out by the Health and safety Governors 

committee receiving regular information about online safety incidents and monitoring 

reports.  

Pat Naylor Safeguarding Governor and Chair of Governors has taken on the role of Online 

Safety Governor she will also receiving regular information about online safety incidents and 

monitoring reports.  

The role of the Online Safety Governor will include:   

 Termly  meetings with the Online Safety Lead which will include feedback  of online 

safety incident logs and filtering 

 Receiving minutes from the Health and Safety committee  

 Regular monitoring of implementation of policy 

 Reporting to full  Governors as part of the safe guarding report   

Online Safety Group 

The Online Safety Group provides a consultative group that has wide representation from 

Red Marsh School, with responsibility for issues regarding online safety and the monitoring 

the Online Safety Policy including the impact of initiatives.  

Members of the Online Safety Group will assist the Online Safety Lead with: the production , 

review and  monitoring of Red Marsh School Online Safety Policy.  

 

Head teacher: 

The Head teacher has a duty of care for ensuring the safety (including online safety) of 

members of Red Marsh School community, though the day to day responsibility for online 

safety will be delegated to the Online Safety Lead. 

 The Head teacher and the deputy head teacher (DSL/OSL) are aware of the 

procedures to be followed in the event of a serious online safety allegation being 

made against a member of staff. (appendix 2) on dealing with online safety 

incidents)  

 The Head teacher is responsible for ensuring that the Online Safety Lead and other 

relevant staff receive suitable training to enable them to carry out their online safety 

roles and to train other colleagues.   

7 
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 The Head teacher will ensure that there is a system in place to allow for monitoring 

and support of those in school who carry out the internal online safety monitoring 

role. This will provided by the head teacher and Chair of Governors the online safety 

governor   

 The Senior Leadership Team  will receive regular monitoring reports from the Online 

Safety Lead as part of the governor Health and Safety committee   

Online Safety Lead:  

 Alison Brown leads on  Online Safety as part of DSL role 

 Takes day to day responsibility for online safety issues and has a leading role in 

establishing and reviewing  Red Marsh School online safety policies  

 Ensures that all staff are aware of the procedures that need to be followed in the 

event of an online safety incident taking place  

 Organise training  for staff  

 Liaises with the Local Authority  

 Liaises with school technical staff 

 Receives reports of online safety incidents and creates a log of incidents to inform 

future online safety developments  

 Meets termly with Online Safety Governor to discuss current issues, review incident 

logs and filtering / change control logs 

 Attends or submits a report to the Health and Safety  committee of Governors  

 Reports regularly to the head teacher. 

ICT Technician 
The ICT Technician is responsible for  
 

 Ensuring ICT Technical support is provided by BT Lancashire Services.  

 Liaising with  Computing  Subject Leader Rachel Dixon  and the Online Safety lead 

Alison Brown 

 That the server, wireless systems and cabling are securely located and physical 

access is restricted.  

 The Online Safety lead and ICT Technician are responsible for managing the security 

of Red Marsh School network.  

 Red Marsh School systems are kept up to date in terms of security by the ICT 

Technician.  
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 Only designated users, such as Computing Subject Leader, ICT Technician and 

identified staff and are allowed to download files or install software.  

 Ensuring Red Marsh  School’s technical infrastructure is secure and is not open to 

misuse or malicious attack 

 Ensuring Red Marsh School meets required  online safety technical requirements and 

any Local Authority Online Safety Guidance that may apply.  

 Supporting users to access the networks and devices through a properly enforced 

password protection.  

 the filtering system , is applied and updated on a regular basis and that its 

implementation is supported by the Online Safety lead 

 that they keep up to date with online safety technical information in order to 

effectively carry out their online safety role and to inform and update others as 

relevant 

 that the use of the network , internet , remote access / and email are regularly 

monitored in order that any misuse,  attempted misuse can be reported to the  

Online Safety Lead and Head teacher or relevant authority for investigation / action / 

sanction 

Staff 
Are responsible for ensuring that: 
 

 they have an up to date awareness of online safety matters and of the current Red 

Marsh Online Safety Policy and practices 

 they have read, understood and signed the Staff Acceptable Use Policy, (AUP) 

 they report any suspected misuse or problem to the  Online Safety Lead for 

investigation  

 all digital communications with  parents / carers should be on a professional level 

and only carried out using official school systems i.e. text messages or  emails. 

 online safety issues are embedded in all aspects of the curriculum and other 

activities  

 pupils are safe  when online staff must monitor pupils when they are using digital 

technologies,  

 in lessons where internet use is pre-planned  pupils must be guided to sites checked 

as suitable for their use. 

 If any unsuitable material is found staff must minimise the image or information and 

report to OSL Alison Brown. 
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Will be trained in Online Safety issues and be aware of the potential for serious child 

protection / safeguarding issues to arise from: 

 sharing of personal data  

 access to illegal / inappropriate materials 

 inappropriate on-line contact with adults / strangers 

 potential or actual incidents of grooming, cyberbullying and sexting 

 Child Sexual Exploitation (CSE)  

 Radicalisation  

Pupils, as far as possible: 

 need to understand the importance of reporting abuse, misuse or access to 

inappropriate materials and know how to do so 

 use Red Marsh School digital technology systems in accordance with  classroom rules  

 use technology only in the presence of an adult  

 have a growing  understanding of research skills and  are supported to  uphold 

copyright regulations 

 Supported to follow Red Marsh Schools safeguarding policies on the use of mobile 

devices, digital cameras, use of images and cyber-bullying. 

 should understand the importance of adopting good online safety practice when 

using digital technologies out of school.  

 

Parents / Carers  

Parents / Carers play a crucial role in ensuring that their children understand the need to 

use the internet / mobile devices in an appropriate way. Red Marsh School will take 

opportunities to help parents understand these issues through individual parent meetings, 

the website and sharing of on line information for example offering parent workshops. 

Parents and carers will be encouraged to support Red Marsh School in promoting good 

online safety practice and to follow guidelines on the appropriate use of: 

 digital and video images taken at school events 

 access to parents’ sections of the website including Facebook    

 on-line  pupil records 

 their children’s personal devices in Red Marsh School  

 


